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• AWS Community Builder
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What can be done in AWS

What the SDKs can do

What the AWS Console can do



What can be done in AWS

What the SDKs can do

What the AWS Console can do

Undocumented 
APIs



AWS Community Day Bulgaria 2024

AWS IAM Identity Center
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AWS IAM Identity Center

(aka. SSO) 

Identity 
Provider 
Migration

Company A

Entra-ID / Azure-AD

Company B

Entra-ID / Azure-AD

Sync Users & 

Groups via SCIM



No SDK Support :(







We need
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Endpoint + Method

API Operation

Request Headers

Parameters

Output Format
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Endpoint + Method

API Operation

Request Headers

Parameters

Output Format

via: sso-admin:ListInstances
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Putting it 
together



Putting it 
together
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Using requests-aws4auth lib to properly sign our API 

call with credentials.



Putting it 
together
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Combining endpoints, headers, and 

parameters to call the undocumented API



Putting it 
together
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Output
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So… is this a good idea?

Automation

Educational

(Fun)
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No support

API may go away at any point

Data structures may change without notice



Thank You

AWS Community Day Bulgaria 2024

Maurice Borgmeier

Mail: hi@mauricebrg.com

LinkedInmauricebrg.com/community-day-bg-2024.html
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